GDPR reqgister

Compliance
documentation
made easy



GDPR requires
organisations to be
able demonstrating
compliance



What needs to be
demostrated?

Data Subject Controller Processor

A
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U Privacy Notice
U0 Employee Privacy Notice
O Consent Form
O Access/Disclosure Forms

Registry of Processing Activities
Data Protection Policy

Data Retention Policy

Data Retention Schedule

Data Processing Agreement
DPIA Register

Breach Response

Standard Contractual Clauses
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Get it done

Perform Describe Define Policies and Produce Noticies,
Data Mapping Activities Security Measures Forms and Agreements
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How does your current
solution perform?



Do you have overview of the records of
processing activities?
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Do you know which partners are connected to
which activities?
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Are you able managing all group companies?

Are you able collaborating with your
colleagues?
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How we do it?
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Structure

Stakeholders

Data Sets (Data Subject Categaries)

Data Processing Activities

Data processing Agreements

HR Department

Accounting

Marketing

Sales

O

Job

applicants

I

Application review

§

Employees agreements

Employees

) |

I

Employees evaluation

Employees payroll

vV N

,*| Kyc |
Potential - I Quialification |
customers
- “--b-| Communication |
/p| Customer agreements |
/'I Customer invoicing
Customers

‘--h-| Customer payment processing I—A

Y

Identification
service provider

§

HR service
provider

§

Mailing service

i

Tax Office

§

Banks
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Add Activity

@ Pred activity templats
Custamer direct marketing mail
© Activity name
Custome dirsct marketing by &-ma e
Customer direct marketing by e-ma y
@ Data set @ Purpose of processing a t a ro C e S S I n g
Customers and clients - Customer marketing campaigns -
onal data @ Basis of the activity (Y Y )
' Activities
@ Frequency
Monthly
@ Start of the ] f the p

L[}
E
i

e — o 1 How was the data collected?
e e 2 Purposes of collection of the
data?

1 Personal data is kept in the

Massmail service providers

@ Is personal data being disclosed or sent to third parties during this processing activity? CO m p any?

1 If the database is stored outside
e the company, where and by

ata to service providers outside the territories of EU member states? h t)
wnom-:
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© Predefined activity template

Car rental data exchange with partner

Employees
Employees sick leave administration
Employees database

Employees injured during the work accident
Employees children

Employeses training

Employees physical access to working premises
Employees video surveillance

Employees on social media

Employees injured during work

Employees on website

Employees location data

Employees family relations

Employees medical review

Customer invoicing

Customer direct marketing by e-mail

Customer marketing campaigns

Customer payment p ng

Customer debt management

Customer loyalty card management

Customer profiled direct marketing by e-mail

Job Applicants Recruitment

Service delivery

Members of apartment association administration

E-commerce client administration (with account)

E-commerce client administration twithout account)
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Add Activity

Categorised and
predefined data

U Ooddood

Data Subject category
Categories of data
Purpose of processing
Legal basis
Frequency

Security measures
Processor agreements
selection

@ Purpose of processing *

2

l Cther {specify below)

ng |
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General punposes
Emnployess payrall
Employees sick leave administration
Employees evaluation and planning
Recruitment
Customer invaicing
Customer marketing campaigns
Supplier management
Membership administration
Check at the workplace

Combating fraud and customer breaches

Education
Student administration

Student counseling

Patient registration and administration
Registration of risk groups

Medicine and prescriptions management

Scientific research
Epidemiological research
Bio-medical research
Research
Market research

Genealogy
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I T A

Registry of Data

Processing
Ag reemen t S o S
Use standard -
Privacy Policy link or attachment
T&C link or attachment .

@ Remarks # other infermation

Where (country) and for how long
will be data processed?
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Automate your
compliance

documentation
and track it
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Nature and purpose of the Processing
Processing operations

please describe the basic Processing activities the
transferred/accessed Personal Data will be subject to

Nature of the Processing

Choose the fi
of this A

rt. 4 No. 2 GDPR)
« already mentioned above in the "Processing operations”
« collection

recording

organization

structuring

storage

adaptation or alteration
retrieval

consultation

use

disclosure by transmission

dissemination or otherwise making available

( > Reset questionnaire ) X DOCX & PDF
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es of Processing Personal Data that are subject

GDPR register

Data Processing Agreement according to Art. 23 GDPR[1]
(“AGREEMENT")
entered into by and between

The Acme Controller Coporation
Some street 1, 10111 Tallinn, Estonia
- hereinafter referred to as ,,CONTROLLER® -
and

The Acme Processor Coporation
Some street 2, 10111 Tallinn, Estonia
- hereinafter referred to as ,PROCESSOR" -

— each party, CONTROLLER and PROCESSOR, are hereinafter referre
individually as “Party” and jointly as “Parties” —

Definitions

“CONTROLLER"™ means the natural or legal person, public authority, ac
other body which, alone or jointly with athers, determines the purposes an
of the Processing of Personal Data

“Data Subject” means the individual to whom Personal Data relates

“GDPR™ means the General Data Protection Regulation (EU) 2018/67!
European Parliament and of the Council of 27 April 2016 on the prot
natural persons with regard to the Processing of personal data and on
movement of such data.

“Personal Data” means any information relating fo an identified or ide
individual, to the extent that such information is protected as personal da
GODPR.

“Personal Dafa Breach™ means a breach of security leading to the accic
unlawful destruction, loss, alteration, unauthorized disclosure of, or ac
Personal Data transmitted, stored or otherwise processed.

“Processing” means any operation or set of operations which is perfol
Personal Data, encompassing the collection, recording, organization, sir
storage, adaptation or alteration, refrieval, consultation, use, disclo
transmission, dissemination or otherwise making available, alignr
combination, restriction or erasure of Personal Data.
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store your cOmpliance documents
In one place. Track version history.

Ef% 5. DATA BREACH

: T you have a procedure to handle and report data breaches? . ~
Mo n progress Yes
DOW/NLOAD TEMPLATES UPLOAD DOCUMENTS
Data Breach - internal policy.docx Data Breach Policy Template Breach Waotice - for data subject 1).pdf =
Breach Motice - for data subject docx Data Breach Motice Template Choose File | Mo file chosen o]
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Processing Activities by Dataset

@ bakertilly DRAKOPOU LOS\@

Summary and drill

@ EZunveillznce
recordings

@ Ermgloyess

@ GUEST
RESERMATIONS

@ Mark=ting and
Etatisties

@ Guest Senvices

@ Fotential
Ermgloyess

@ Service prowiders

@ Customers and
clients

down

Processing Activitizs by OPA
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@ Security ABC 0L

@ Booking.com B\

i Hotels.com

B Howelvssozs

& Mailchimg

@ SendinBlue.

@ Apple Inc

@ =g rmass posting
providers

@ Chargebes inc.
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What if | have multiple
companies to manage?



Manage branches in their
local language
Translation of report to any

other language (in
development)

: 1 Add subsidiaries
M UltI-COmpany 1 Add activities templates on
general or subsidiary level
) 1 Manage users and their
Multi-user permissions
H
H

Multi-lingual
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Is It secure?
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AWS

Backups
Encryption
Two-factor auth
ELB

Audit trail
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-
-
-

Application is operated in Amazon
Web Services (Frankfurt - EU). ISO
27001, ISO 9001, I1ISO 27017, 1SO
27018

AWS backups + remote backup to
Tallinn servers

All data (incl. files) is encrypted using
2048 bit RSA keys and SHA256 with
RSA as a signature algorithm

Password + Authy application
Elastic load balancing

Logs of every user login and user
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How much time will it take
to send ,
documentation to DPA?



Just one minute! Two clicks.

(When you keep your documentation in GDPR Register)
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GDPR register

Records of processing activities

Report created 2019-02-25

Controller
A Testcompany Branch A
Rtermanni 8, 12345 . Tallinn, Harjumaa, Estonia

Registry number: 34234234234

Responsible persons

Name GDPR Register Demo
Position  Admin
Email demo@gdprregistereu

Phone  +372

Processing activity: Customer invoicing

Category of data subject: Customers and clients

Purpose of processing: Customer invoicing

Category of personal data: Identification details. issued by the government

Personal data processed MName, Title, Address - private, Phone number - private, Email address -

private, IP Addresses, Cockies
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disclosed or sent to third



References

-

-
Postimees > () kaubamaia BOIt 2 Tehy
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& DoveConviene m & airpink KOTKA W

ERAHAIGLA

Cyberconnecting qucadam( vénquSI

COMPENSA &%

VIENNA INSURANCE GROUP
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A bit more details..

Tallinna Kaubamaja Grupp AS

®

» Leading transportation » More than one tenth of » International financial
platform providing ride- retail trade in Baltics and technology company which
hailing and scooter sharing employ more than 3,500 offers credit solutions to
services people consumers and small-to

» 36 countries » 3 countries, 19 companies medium sized businesses.

» 1 Data Protection Officer » 2 Data Protection Officers » 6 countries

> 3 Data Protection Officers
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14-day free trial:

https://app.gdprregister.eu/register



https://app.gdprregister.eu/register

Special offer for todays attendees:
Coupon code: HRCCNOV

-207% on subscription price
+ free migartion of activities from
spreadsheets
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Have questions?
Call me!

Aleksander Uibo
aleksander.uibo@gdprregister.eu
Tel: +372 5151 899
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